Megoma

He octaBnantTe 6aHKOBCKYIO
KapTy 6e3 npucmorpa

) JTrobble onepauumu no Ballen Kapte JO/MKHbI
coBepLuaTbCca npu Bac. Bcerga npocure
0PULMAHTOB UM KACCUPOB NPUHECTU Bam
TepMunHan gJis onnarbil.

[ToMHUTE: HegOBpPOCOBECTHbIE NNLLA MOTYT

choTorpadpunpoBaTb AaHHbIE KapTbl UN
nepenuncaTb ux.



Megnma

He ncnonb3yure 3apnnaTHylo
KapTy OJ19 OHJIauH-NMOKYMNOK

[na aTux ueneun saKcnepTbl COBETYIOT 3aBECTU
OTOEeNbHYH (0ebeToByr) KapTy U NONOJSHATbL €e Ha
TY CyMMY, KOTOpas Heobxoauma ang onnarbil.



Meggma

He xpaHute 6aHKOBCKUEe KapThbl
B MalLUHe

Ha Hann4yue B aBTO KapT U LLeHHbIX JOKYMEHTOB
NPecTynHUKN obpallatoT BHUMaHue B NepBYyo
o4yepenb.



Megauma

He npuBsa3biBante 6aHKOBCKUue
KapTbl K cautam u cepBucam

Ecnn cant B3nomaroT nnm npon3ongeT yTedka
0AHHbIX, TO MNJlIaTEeXXHbl€ PEKBU3UTbl OKAXYTCH B
PYKaX MOLLEHHUKOB.



Megama

He XpaHuUTe NUH-Koa BMecCTe
Cc 6aHKOBCKOW KapTom

Ecnun y Bac HeCKONbKO 6AHKOBCKUX KapT, oS4
KaXXJ0M YyCTAHOBUTE CBOWU CJ/IOXXHbIN MUH-KON.



Megua

Moyemy paboTHUKM MOryT CTaTb )KepTBamMu
MOLLUEHHUKOB?

ABTOpUTET HaYanbHUKa U fOBEepue 3HaAKOMOMY
yenoBeky. bonblunMHCTBO y)ke BbipaboTano MMMYHUTET K
npocbbam «nonnUENCKNX» Unn «cneposaTtenemn». B cxeme
C «HaYanbHUKOM» BCE MHa4ye — K XXepTBe obpallaeTcs
AKOObI 3HAKOMbIN N BNUATENbHbIA YENOBEK.

Nepeappecauus Ha BHELUHUX UCMONTHUTENEMN.

B npuMnUTMBHBIX BapuaHTax CXeM «HavanbHUK» oToaeT
pacrnopsi>XeHue cam, HO HYalLe OH NpocuUT obcyouTb peTanv
c coTpygHukom «PChb», «<nonuuum» nnu «HanorosBom».

BonbLiana CpOYHOCTb. JTO BaXKHO, YTOObI Y )XEPTBbI HE
6bino BpeMeHu nogymaTb U pasobpaTb cuTyauumio.

Ab6conoTHaa CeKpeTHOCTb. YTobObl HUKTO HE MOT
BMELLIATLCSA B pPasbirpbiBAEMYIO CLIEHY, «Bocc»
npenynpeXxaaeT XXepTBY, YTO obcy>kaaTb
NPOUCLLECTBUE HM C KEM HENb3A.




Megma

KakoBbl uenu ataku?

® Ecnu>xepTBa ynonHoMo4eHa npoBoauTb B pupme
drHaHCOBbIEe TpaH3aKuuun, ee bynyT yoexkgaTtb
NPOBECTU CPOYHbIN «CEKPETHbIV NNaTeX» Unn
repeBecT OeHbIM Ha «6e30onacHbIN» CYET.

® [lng coTpyoHUKOB, HE CBA3aHHbIX C PUHAHCAMMW, LENbIO
ataku 6ygyT nmbo gaHHble KOMMNaHUU — HarnpuMmep,
naponu K BHyTPEHHUM cucTemam, — nNmbo mx

cobCTBEHHbIE CPEeacTBa.

® [1na 6onblien yoepuTenbHOCTN MOLLEHHUKN MOTYT
noobeLarb KOMNEeHCMpPOBaTb BCE pacxonbl U TpyAab!
>KEPTBbI — MOTOM.




Megma

Ba)kHbl nv peTann?

® bnarogapst MHOro4MCNEHHbIM yTe4YKaM JaHHbIX U
nybnukauusm B COLICETAX, MOLLEHHMKAM CTarno npoLue
NPOBOAUTb NEPCOHANU3NPOBaHHbIE aTakM.

® OHu MoryT 3apaHee yTO4YHUTb NOMHOE NMS XKEPTBBLI, ee
PYKOBOOMUTENS, OUPEKTOopa GUPMbI, y3HaTb MUMEHA
peanbHbIX COTPYAHUKOB.

® Ecnu Ha KoHy cTOAT cepbeaHble CyMMbl, MOLLEHHUKM
MOTYT NPOBECTU OJIUTENbHYIO NOArOTOBKY, YTOObI
pasbirpaHHas uMu cxema bbina npenenbHo
ybenuTenbHa.




Megma

TexHun4Yeckue acnekTbl

® Cno)XHble MOLUEHHUYECKNE CXEMbl NOYTM BCerga
BK/IIO4AIOT B cebsl 06LLEeHME CO 3N0YMbILLEHHUKAMMU
no TenedoHny.

® [lepBuyHoE coobuieHne «oT Bocca» MOXKET NOCTynaTb
pasHbiMK crnocobamu — B pabo4yen a3neKTpOHHOW
NnoYTe, MECCEHIDKEPE UMM OMSATDb XKE NO TENEPOHY.

® YTo Kacaertcs TEﬂEd)OHHbIX 3BOHKOB, TO
3/10yMbIWNEHHUKW HYHaCTO UCIOJb3YIOT CrneuuvuarbHble
cepBUCDbI, NO3BONAKoWwne nogMeHAaATb HOMep, UiMn
HenerajibHO Nnony4varoT ﬂyﬁﬂMKﬂT CUM-KapThbl.

® Bo BpeMA SBOHKOB 3/10yMbIW/TIEHHUKN MOTYT
NnoJ1b30BaATbCA MHCTPYMEHTAMMU aBTOMaTU4ecKou
3aMeHbl rosfioca.




Megma

Kak sawumTutbCc OT MOLLEHHUKOB?

He ToponuTech u He naHMKyuTe. 3agavya MOLEHHUKOB —
BbIBECTU Bac n3 pasHoBecus. CoxpaHanTe CoKOUCTBUE U
nepenpoBepbTe BCce paKTbl.

O6pawianTe BHMMaHue Ha agpec, TenedoH u akKayHT
oTnpaBuTens. Ecnu Bbl 0ObIYHO NEpenncbIBaeTeCh C
Ha4YanbHUKOM MO NOYTEe, a TYT OH BAPYr OTNPaBnseT Bam
coobLLeHME B MECCEHA)KEPE C HE3HAKOMOIro HOMepa — BpeMS
HACTOPOXXUTbCA.

Cnepgure 3a HioaHcamu. CtpaHHble Npocbbbl, HEODbIYHbIE
hOPMYNUPOBKN N peyeBbie 060POThI, FPaMMaTUYEeCKnE
OLLINOKM U HETUNNYHOE OPOPMNEHNE OOKYMEHTOB —
npoaHanu3npynuTe BCe 3TU «KpacHble ¢pnaru».

HacTropo)xutecb npu HeobbIYHbIX TPpeboBaHuax. Ecnu
Ha4YanbHWK uUnm Kkonnera TpebyeT Cpo4vHO caoenaTtb YTO-TO
HEeCTaHOAapPTHOE, Aa eLle COXpaHAsa 9TO B TaMHe, TO 9TO MOYTH
BCerga npusHak MOLEHHNYECTBA.

YTOo4HUTE MHPOpMaUMIO y APYruX Konner u obparurecs B
npaBoOOXpaHUTENbHbIE OpraHbl WU B CNYXX06y
6e30nacHOCTN KOMMNaHUM.
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Megma

1 nonb3yrOCb aHTUBUPYCOM — 3TOrO
AOCTaTOYHO

CepBepbl NOCTaBLWMKOB aHTUBUPYCHOIO NPOrpaMmMHOro
obecneyeHnsa MmoryT 6bITb Y93BUMbI U NOABEPraTbCs
Xakepckum atakam. [1oaTomy Bcerga BaXkHoO BbiOupaTtb
HageXHbIX pa3paboTynKoB C UMEHEM U penyTaunen. He
9KOHOMbTE Ha 6e30MacHOCTU: Nny4yLle OOuH pa3 oPopMUTDb
naaTHY NOANUCKY, YeM nepennaTtuTb B dyayuiem 3a HOBbIN
coQT.




Megma

B MOUX paHHbIX HET HUYEro LeHHoro

[TouTn NoObIE NepcoHalnbHble gaHHble MOTYyT ObITb
NCNONb30BaHbl AJ1I9 COBEPLUEHNA NPECTyNeHnn, Hanpumep,
KpaXk unu nogaesiku ookymeHTos. Jltobas nHpopmauuns B
Halle BpemMs npeacraBnsier LeHHOCTD.
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Meggma

Pe)xuM «xMHKOFrHUTO» obecne4yuBaer
aHOHUMHOCTb

AKTUBHOCTb B PEXNUME «MHKOTHUTO» MOXET BbITb

OOCTYNHa agMUHUCTpaTopam CauToB U BalleMy NHTEpHEeT-
npoBavgepy. OgHako NpuBaTHbIN PEXUM NPUTrOAUTCSH, €CIN
Bbl XOTUTE CKPbITb OT YJ1EHOB CEMbUW UITN KONNEr, 4TO aenanv
C NOMOLLbIO KOMMbIOTEpPA.




Meaoma

MocewaTb U3BEeCTHbIE CauTbl — 6e30nacHoO

Bce cantbl ucnonb3yroT pannbl cookie gnga oTtcneXxmBaHud
MHTEPHET-aKTUBHOCTU noJsib3oBartenien. OBbbIYHO
CKJlagblBaeTcs oLlyLleHue, 4To BCce 6be3onacHo, HO
Bnagenblbl CAauToOB COBUPAIOT U XPaHAT BalluX JaHHbIe Ha
cepBepax. Ecnu cepBep byoeTt B3nOMaH, TO XpaHAaLwmecs Ha
HEeM [ aHHble YTEKYT B CETb.




Meggma

MoLweHHNYeCTBO B CETU NNerko pacno3HaTb

OTO He Bcerga tak. @ULInHroBbie CXeMbl CTAHOBATCH BCe
bonee n3oLwwpeHHbIMN N YoeauTenbHbIMU: NogaenbHble
cauTbl o119 NOKyNnkKu 6uneToB, COOOLLEHNS B MeCCeHmKepax
9K06bl OT 6aHKOB UNN BEAOMCTB, MUCbMa C HaNOMUHaAHUAMMU

cbpocutb naponb. Takum obpa3om apepucTsl
3apabarbiBalOT UM paccbllaloT BPeO,0HOCHbLIN KOHTEHT.



